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“ATAAZ: AUTOOTOTIOLNMEVN KALUAKWON N-00dOAWY CUCTHRATWY
oe A§Lomiota NepiBdrdovra Exktédeong”

NepiAnyn

Ta Agomota Meplpdrrovta Exktéleong mpoodépouv afloonueiwta odéAn acdaleiag oe
edappoyEG ou elte Ta XpNOLLOMoLoUV dpeca eite cuvdualouv €va cUVOAO arto Ta OTOLXELO TOUG.
Amnokouilovtag oautd T 0¢EAn, WOTO0O, OMALTOUV OMALTNTIKEG TPOOTAOElEG TOU
TIPOYPQUATLOTH YLa TOV €VIOTLOMO Kal TNV Stapopdwaon Twv oTolxeiwv mou xpetalovrtal va
eKTEAEOTOUV ot aflomioto TeplParlov. H éAeuwpn epyodeiwv yia afldomota mepifailovia
YPOUUEVO O YAWOOEC MPOYPAUUATIOMOU UPnAol emumédou avaykAalel TOUG TIPOYPAUOTLOTES
va UAOTTOLOUV TLG EPapPOYEC TOUG O XAMNAO eMtinedo, aviueTwrilovtag mapdAAnAa Kot OAEG TLG
TLOAUTIAOKOTNTEG TIOU OUVOSEUOUV QUTEC TILG YAWOOEC, OTWE O TIPOOEKTLKOG XELPLOUOG UVAKNG,
EVIOTIOMOG opaApATwV 1 ouvinpnon twv epyalsiwv outwv. EmutAéov, n evioxuon tng
ooddlelag TNG ektéAeong oupBAaMiel otnv pelwon tng BéAtiotng amddoong Adyw TG
TMPOOTLOEUEVNC KpuTITOYpAdnonG/amnokpurtoypddnong, SOKLUWY AKEPALOTNTAS ) TIEPLOPLOUWV
SIKOULWHUATWY TNG UVAKNG.
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AuTtn n epyacia mapouaotalel £va cUCTNHO YLO TNV QUTOUATN KALLAKWON U acpalwv otolxelwy
ME TN Xpnon yAwoocag¢ mpoypappatiopol uPnAol emutédou, JavaScript, oe Aglomiota
MNepLBaAAovra Ektédeon. XpnOLUOTIOLEL LETAOXNUATIOUOUG OTO (510 TO TIPOYPAA LE OKOTIO TV
ekpoptwon kal Stavoun poptiov pag dedopévng epopuoyng LETALY aflomiotwy KOUBwv. Auth
n Astoupyla emyXAveTal LE TNV EVOWHUATWON EVOC CUOTNUATOG ekTéAeong uPnAol erumédou
vYAwaooag npoypappatiopol os aflomnioto neptpailov. H afloAdynon mpaypatomnolnonke os éva
cUvolo aAyoplBuwy Baclopévo otnv dla TNV yAWooa TPOYPAUATIONOoU, LA KPUTITOYpOdLKN
coulta al\d Kal 3 TPayUATIKEG EbaPUOYEC YpapUEvee €' oAokApou ot JavaScript. H autopatn
KALLAKWON TwV ebopproywv Seiyxvel BETIKA AMOTEAECUATA KOL ONUOVTLKEG ETMLTAXUVOELG O OXEON
ME TNV amAn evioxuon tng edapuoyng Pe HECO Opo TNG TAfewg Tou 6 emi pe oloThua
anoteAoupevo amnd 10 koppoug.
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“Atlas: Automated Scale-out of Trust-Oblivious Systems to Trusted Execution Environments”

Abstract

Trusted Execution Environments (TEEs) offer notable important security benefits to applications
that combine on- and off-premise components. Reaping these benefits, however, requires
burdensome developer effort to identify and rewrite TEE-executing components. The lack of high-
level TEE APIs enforces the developing community to limit their implementations to only low-level
interfaces, dealing with the complexities that low-level programming languages come with; i.e.
memory handling, debugging and/or maintenance. The security enforcement of the execution
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though, comes with a trade-off against optimal performance, due to the added
encryption/decryption, integrity tests and/or memory limitations.

This work presents Atlas, a system for automatically scaling out components on TEEs with the use
of a high-level programming language, JavaScript. It uses program transformations to offload
function calls of a given application and distribute load among trusted nodes. A TEE-embedded
language run-time environment and associated optimizations complete the picture, supporting
the run-time execution of offloaded fragments. Atlas evaluation applies on a set of language-
specific algorithms and cryptographic suites but also 3 real-world applications written in native
JavaScript. This evaluation shows success at TEE scale-out of legacy applications not written for
TEE's, substantial speedups over naive decomposition with an average of 6x with a 10-node cloud
and attractive elasticity characteristics, all achieved with minimal developer effort.



